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1 Operations Concept

1.1 Background
The WIST valids configuration contains data quality summaries which are assigned to datasets based upon a small number of characteristics (e.g. short name, instrument, DAAC, etc).  These summaries are maintained by the ECHO Operations group and any changes must be coordinated with ECHO data partners to ensure the proper information is displayed.  Each data quality summary which is associated with a granule that is added to a WIST user’s shopping cart will be displayed once during the process of adding granules to the user’s cart.  Users must choose to accept or reject the data quality summary which is displayed to them. This functionality is a carryover from EDG functionality, as are many of the summaries which are displayed to end users.
1.2 General Challenges

As ECHO has increased its holdings with datasets from new providers, it has become increasingly difficult to ensure that the proper data quality summaries are displayed for provider data.  Assignments which previously were based upon instruments or sensors that only existed in a single provider are no longer sufficient due to the existence of an instrument in more than one provider.  This results in an increasingly difficult configuration for WIST and also more provider coordination in order to broker messages that are displayed for data held by multiple DAACs.

In order to reduce the number of times a user must review the same data quality summary, registered users are only be shown a specific data quality summary one time.  Subsequent additions of granules associated with that data quality summary do not result in WIST forcing the user to review the summary page.  If an ECHO Data Partner requests that a change be made to a data quality summary, guest users and first-time users will be presented with the new content.  However, active users who reviewed the previous version of the data quality summary will not be presented with the new content.  

As more provider data moves to online accessibility, users will no longer be presented with the data quality summaries because they will not need to add the granules to their WIST shopping cart.  This presents a problem because users will not be provided with important information regarding the data they are accessing.

As more ECHO client partners make available ECHO data, the users of those client applications will not be presented with the data quality summaries contained within WIST.  Coordinating the summary information with other ECHO client partners is not a workable solution.  An ECHO maintained list of summaries would be necessary to ensure clients can access the necessary information.
1.3 Proposed Solution

It is proposed that ECHO add functionality allowing for the managing and assignment of data quality summaries within ECHO similar to the mechanism for managing and assigning order definitions.  Within PUMP, in the provider context, providers will be able to manage their own data quality summaries, which contain provider and data specific information.  Providers may then choose to assign a data quality summary to one or more collections.  For performance reasons, unlike order option definition assignments, data quality summary assignments may not include xpath filtering. 
ECHO Clients, including Reverb, but not WIST, may utilize this provider configured information to provide relevant data quality summary information to end users who are discovering data through ECHO.  
Unlike WIST, Reverb will present users with the Data Quality Summary page during the search portion of their data discovery workflow.  This accounts for the fact that users who do not order would not be presented with the information were the summary to be showed during the ordering steps.  Reverb will continue to show a registered user a specific data quality summary the first time an assigned collection is included in a search.  Subsequent searches for data in associated collections will not result in WIST forcing the user to review the summary page.  If an ECHO Data Partner requests that a change be made to a data quality summary, guest users and registered users will be presented with the new content the next time they perform a relevant search. 

The data quality summary message will be treated as restricted HTML content in order to limit the security risk associated with cross-site scripting and other web exploits. Clients are expected to render this HTML either inline or in an external window (popup or new browser tab). While ECHO Operations will work with the providers to create reasonable markup, a client should assume that the exact formatting (length and spacing) of the message is variable.

The limited subset of HTML tags supported by ECHO includes the following tags.  HTML messages will be validated using an internal schema that is similar to, but a much smaller subset of, the XHTML specification.

Allowed HTML tags include the following items.  Style attributes can be added to facilitate justification.
· <a> – anchor

· <strong> - bold font

· <br> - line break

· <hr> - horizontal rule

· <em> - italics

· <p> - paragraph

· <ul> - unordered list

· <ol> - ordered list

· <li> - list item

· <span> - facilitates justification

· <h1>,<h2>,<h3>,<h4>,<h5>,<h6> - headings

As per the XHTML definition, the markup must be well formed with the exception of no root document tag around the text in order to support client embedding and plain text messages. ECHO will automatically add an appropriate root element when validating the text.

1.4 Data Partner Impacts

Data Partners will be responsible for managing of the data quality summary content and the collections to which they are associated.  In the new capability, there will no longer be any required cross-DAAC coordination regarding the Data Quality Summaries that are displayed.  The ECHO Operations team will facilitate an initial migration of data from the WIST valids configuration into each ECHO mode.  Data Partners will continue to coordinate changes in data quality summaries with the ECHO Operations team until WIST is decommissioned.
1.5 Client Partner Impacts
Client partners may choose to include the data quality summaries in their end user interactions.  There are no changes to existing functionality utilized by ECHO Client Partners.
2 API Changes

The following sections outline the changes in the ECHO API.
2.1 Access Control List Changes

In the new ACL structure, Provider Object ACLs will be needed to manage permissions on the new data quality summary objects.  The following table contains the Provider Object ACLs which will be added.

	Provider Object
	Description
	Grantable Permissions

	DATA_QUALITY_SUMMARY_DEFINITION
	Allows the creation, updating, and deletion of a data quality summary definition.
	Create, Update, Delete

	DATA_QUALITY_SUMMARY_ ASSIGNMENT
	Allows the assignment of a data quality summary to one or more datasets
	Create, Delete


2.2 Data Management Service

The ECHO Data Management Service will be modified to include methods facilitating the following actions.  The required ACL permission is also included.
· add new data quality summaries  (DATA_QUALITY_SUMMARY_DEFINITION – Create)
· update data quality summaries (DATA_QUALITY_SUMMARY_DEFINITION – Update)
· delete data quality summaries (DATA_QUALITY_SUMMARY_DEFINITION – Delete)
· add assignments from quality summaries to data sets (DATA_QUALITY_SUMMARY_ASSIGNMENT – Create)
· delete assignments from quality summaries to data sets (DATA_QUALITY_SUMMARY_ASSIGNMENT – Delete)
· retrieve all data quality summary assignments by data set catalog Item GUID (No ACL)
· retrieve data quality summaries by GUID (No ACL)
· retrieve all data quality summary nameGuids (No ACL)

Removing a data quality summary will automatically remove any assignments of that summary.

2.3 Auditing

Adding, updating, or deleting data quality summaries will be audited by ECHO.  The date of the action, the type of action performed, and the user who performed the action (ID, provider role, acting user ID) will be captured when performing the audit.
3 PUMP Changes

Pump will be modified to include two new links under the Provider Context/Data Management tab: Dataset Quality Summaries and Dataset Quality Summary Assignments. The interaction with these tabs will be the same as the existing Option Definition/Assignments functionality.  To facilitate entry of the Data Quality Summaries, a WYSIWYG editor component will be added to the PUMP interface.  Users will be able to manually enter the desired HTML, or use the editor’s editing capabilities to format their summary.  The Provider Object ACL management areas of PUMP will also include the new ACL information.
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